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Before we start

This lecture® will be about firewalls and related functions, starting from a
little theory along with a number of examples of filtering and other network
traffic directing. As in any number of other endeavors, the things I discuss
can be done in more than one way. Under any circumstances I will urge you
to interrupt me when you need to. That is, if you will permit me to use what
I learn from your comments later, either in revised versions of this lecture
or in practice at a later time. But first,

.This is not a HOWTO
This document is not intended as a pre-cooked recipe for cutting and pasting.
Just to hammer this in, please repeat after me
The Pledge of the Network Admin
This is my network.
It is mine
or technically my employer’s,
it is my responsibility
and I care for it with all my heart
there are many other networks a lot like mine,
but none are just like it.

I solemnly swear

that I will not mindlessly paste from HOWTOs.

1. This manuscript is a slightly further developed version of a manuscript prepared for a lec-
ture which was announced as (translated from Norwegian): "This lecture is about firewalls and
related functions, with examples from real life with the OpenBSD project’s PF (Packet Filter).
PF offers firewalling, NAT, traffic control and bandwidth management in a single, flexible and
sysadmin friendly system. Peter hopes that the lecture will give you some ideas about how to
control your network traffic the way you want - keeping some things outside your network,
directing traffic to specified hosts or services, and of course, giving spammers a hard time."
People who have offered significant and useful input regarding this manuscript include Eystein
Roll Aarseth, David Snyder, Peter Postma, Henrik Kramshgj, Vegard Engen, Greg Lehey, Ian
Darwin, Daniel Hartmeier, Mark Uemura, Hallvor Engen and probably a few who will remain
lost in my mail archive until I can grep them out of there.

I would like to thank the following organizations for their kind support: The NUUG Founda-
tion for a travel grant which partly financed my AUUG2005 appearance; The AUUG, UKUUG,
SANE, BSDCan, EuroBSDCon and AsiaBSDCon organizations for inviting me to their con-
ferences; and finally the FreeBSD Foundation for sponsoring my trips to BSDCan 2006 and
EuroBSDCon 2006.



Before we start

The point is, while the rules and configurations | show you do work, | have tested
them and they are in some way related to what has been put into production, they
may very well be overly simplistic and are almost certain to be at least a little off
and possibly quite wrong for your network.

Please keep in mind that this document is intended to show you a few useful
things and inspire you to achieve good things.

Please strive to understand your network and what you need to do to make it
better.

Please do not paste blindly from this document or any other.

Now, with that out of the way, we can go on to the meat of the matter.



PF?

What, then is PF? Let us start by looking briefly at the project’s history to
put things in their proper context.

OpenBSD’s Packet Filter subsystem, which most people refer to simply by
using the abbreviated form 'PF’, was originally written in an effort of
extremely rapid development during the northern hemisphere summer and
autumn months of 2001 by Daniel Hartmeier and a number of OpenBSD
developers, and was launched as a default part of the OpenBSD 3.0 base
system in December of 2001.

The need for a new firewalling software subsystem for OpenBSD arose
when Darren Reed announced to the world that IPFilter, which at that
point had been rather intimately integrated in OpenBSD, was not after all
BSD licensed. In fact quite to the contrary. The license itself was almost a
word by word copy of the BSD license, omitting only the right to make
changes to the code and distribute the result. The OpenBSD version of
IPFilter contained quite a number of changes and customizations, which it
turned out were not allowed according to the license. IPFilter was removed
from the OpenBSD source tree on May 29th, 2001, and for a few weeks
OpenBSD-current did not contain any firewalling software.

Fortunately, in Switzerland Daniel Hartmeier was already doing some
limited experiments involving kernel hacking in the networking code.

His starting point was hooking a small function of his own into the
networking stack, making packets pass through it, and after a while he had
started thinking about filtering. Then the license crisis happened.

IPFilter was pruned from the source tree on May 29th. The first commit of
the PF code happened Sunday, June 24 2001 at 19:48:58 UTC.!

A few months of rather intense activity followed, and the version of PF to be
released with OpenBSD 3.0 contained a rather complete implementation of
packet filtering, including network address translation.

1. It is worth noting that the IPFilter copyright episode spurred the OpenBSD team to per-
form a license audit of the entire source tree and ports in order to avoid similar situations in
the future. A number of potential problems were uncovered and resolved over the months that
followed, removing a number of potetial license pitfalls for everyone involved in free software
development. Theo de Raadt summed up the effort in a message to the openbsd-misc mail-
ing list on February 20th, 2003, available among others from the MARC mailing list archives
(http://marc.info/?l=openbsd-misc&m=104570938124454&w=2).



PF?

From the looks of it, Daniel Hartmeier and the other PF developers made
good use of their experience with the IPFilter code. Under any
circumstances Daniel presented a USENIX 2002 paper with performance
tests which show that the OpenBSD 3.1 PF performed equally well as or
better under stress than IPFilter on the same platform or iptables on Linux.

In addition, some tests were run on the original PF from OpenBSD 3.0.
These tests showed mainly that the code had gained in efficiency from
version 3.0 to version 3.1. The article which provides the details is available
from Daniel Hartmeier’s web, see http:/ /www.benzedrine.cx / pf-paper.html.

I have not seen comparable tests performed recently, but in my own
experience and that of others, the PF filtering overhead is pretty much
negligible. As one data point, the machine which gateways between
Datadok’s network and the world is a Pentium IIT 450MHz with 384MB of
RAM. When I've remembered to check, I've never seen the machine at less
than 96 percent ’idle’ according to top.



Packet filter? Firewall?

By now I have already used some terms and concepts before I've bothered to
explain them, and I'll correct that oversight shortly. PF is a packet filter,
that is, code which inspects network packets at the protocol and port level,
and decides what to do with them. In PF’s case this code for the most part
operates in kernel space, inside the network code.

PF operates in a world which consists of packets, protocols, connections and
ports.

Based on where a packet is coming from or where it’s going, which protocol,
connection or port it is designated for, PF is able to determine where to lead
the packet, or decide if it is to be let through at all.

It’s equally possible to direct network traffic based on packet contents,
usually referred to as application level filtering, but this is not the kind of
thing PF does. We will come back later to some cases where PF will hand off
these kinds of tasks to other software, but first let us deal with some basics.

We’ve already mentioned the firewall concept. One important feature of PF
and similar software, perhaps the most important feature, is that it is able
to identify and block traffic which you do not want to let into your local
network or let out to the world outside. At some point the term firewall’
was coined.

While blocking "bad" traffic and denying access can be quite important, I
tend to emphasize the somewhat wider and more general perspective that
the packet filter is a very flexible tool which is extremely useful when you
want to take control of what happens in your network.

Taking control means you get to make informed decisions, and that, in my
opinion, is when the fun part of being a network administrator starts. And
you should be forewarned, staying in control is a recurring theme in this
session.



NAT?

One other thing we will be talking about quite a lot are “inner’ and ’outer’
addresses, 'routable’ and ‘non-routable’ adresses. This is, at the heart of
things, not directly related to firewalls or packet filtering, but due to the
way the world works today, we will need to touch on it.

It all comes from the time in the early 1990s when somebody started
calculating the number of computers which would be connected to the
Internet if the commercialization continued and the great unwashed
masses of consumers were to connect at the same time.

At the time the Internet protocols were formulated, computers were usually
big, expensive things which would normally serve a large number of
simultaneous users, each at their own more or less dumb terminal. Under
any circumstances, the only ones allowed to connect were universities and a
number of companies with Pentagon contracts. Essentially 32 bit addresses
of 4 octets would go an extremely long way. It would accommodate literally
millions of machines, even.

Then Internet commercialization happened, and all of a sudden there were
actually millions of small, inexpensive machines wanting to connect at the
same time. This kind of development showed every sign of continuing and
even accelerating. This meant that the smart people who had made the net
work, needed to do another few pieces of work. They did a few things more
or less at the same time. For one, they started working on a solution based
on a larger address space - this has been dubbed IP version 6, or IPv6 for
short - which uses 128 bit addresses. This has been designated as the long
term solution. I thought I'd mention at this point that IPv6 support is built
into OpenBSD by default, and PF has as far as I know always contained
IPv6 support’.

In addition, some sort of temporary solution was needed. Making the world
move to addresses four times the size would take considerable time. The
process is as far as we can see still pretty much in an early stage. They
found a temporary solution, which consists of two parts. One part was a
mechanism to offer the rest of the world 'white lies’ by letting the network
gateways rewrite packet addresses, the other was offered by designating
some address ranges which had not been assigned earlier for use only in

1. But IPv6 adoption is still in the early stages, and as more people are starting to look at the
protocols in earnest, issues are discovered, some with potentially serious security implications
such as the ICMP6 design flaw which generated some controversy in early 2007.



NAT?

networks which would not communicate directly with the Internet at large.
This would mean that several different machines at separate locations

could have the same local IP address. But this would not matter because the
address would be translated before the traffic was let out to the net at large.

If traffic with such "non routable" addresses were to hit the Internet at
large, routers seeing the traffic would have a valid reason to refuse the
packets to pass any further.

This is what is called "Network Address Translation", sometimes referred
to as "IP masquerade" or similar. The two RFCs which define the whats and
hows of this are dated 1994 and 1996 respectively 2.

There may be a number of reasons to use the so called "RFC 1918
addresses", but traditionally and historically the main reason has been that
official addresses are either not available or practical.

2. The two documents are RFC 1631, "The IP Network Address Translator (NAT)", dated May
1994 and RFC 1918, "Address Allocation for Private Internets", dated February 1996. See the
chapter called References



PF today

At this point, we have covered a bit of background. Some years have passed
since 2001, and PF in its present OpenBSD 4.2 form is a packet filter which
is capable of doing quite a few things, if you want it to.

For one thing, PF classifies packets based on protocol, port, packet type,
source or destination address. With a reasonable degree of certainty it is
also able to classify packets based on source operating system.

And even if NAT is not a necessary part of a packet filter, for practical
reasons it’s nice that the address rewriting logic is handled somewhere
nearby. Consequently, PF contains NAT logic as well.

PF is able - based on various combinations of protocol, port and other data -
to direct traffic to other destinations than those designated by the sender,
for example to a different machine or for further processing by a program
such as a daemon listening at a port, locally or on a different machine.

Before PF was written, OpenBSD already contained the ALT® code to
handle load balancing and traffic shaping. After a while, altq was
integrated with PF. Mainly for practical reasons.

As a result of this, all those features are available to you via one single,
essentially human readable configuration file, which is usually called
pf.conf, stored in the /etc/ directory.

This is now available as a part of the base system on OpenBSD, on
FreeBSD where PF from version 5.3 is one of three firewalling systems to
be loaded at will, and in NetBSD and DragonFlyBSD. The last two
operating systems I have not had the resources to play much with myself.
Something about having both hardware and time available at the same
time. Anyway all indications are that only very minor details vary between
these systems as far as PF is involved.



BSD vs Linux - Configuration

I assume that some of those who read this document are more familiar with
configuring Linux or other systems than with BSD, so I'll briefly mention a
few points about BSD system and network configuration.

BSD network interfaces are not labeled etho, eth1 and so on. The interfaces
are assigned names which equal the driver name plus a sequence number,
making 3Com cards using the x1 driver appear as x10, x11, and so on, while
Some Intel cards are likely to end up as emo0, em1, others are supported by
the fxp driver, and so on. There may even be slight variations in which
cards are supported in which drivers across the BSDs.!

For boot-time configuration, the BSDs are generally organized to read the
configuration from /etc/rc.conf, which is read by the /etc/rc script at
startup. OpenBSD recommends using /etc/rc.conf.local for local
customizations, since rc.cont contains the default values, while FreeBSD
uses /etc/defaults/rc.conf to store the default settings, making
/etc/rc.conf the correct place to make changes.

PF is configured by editing the /etc/pf.cont file and by using the pfctl
command line tool. The pfctl application has a large number of options. We
will take a closer look at some of them today.

In case you are wondering, there are web interfaces available for admin
tasks, but they are not parts of the base system. The PF developers are not
hostile to these things, but rather have not seen any graphical interface to
PF configuration which without a doubt is preferable to pf.conf in a text
editor, backed up with pfctl invocations and a few unix tricks.

1. When in doubt, consult the output of the dmesg command, which displays the kernel mes-
sage buffer. Under most circumstances, the kernel’s hardware probing and recognition mes-
sages will be intact in the message buffer for a relatively long time after your system has
finished booting.



Simplest possible setup (OpenBSD)

This brings us, finally, to the practical point of actually configuring PF in
the simplest possible setup. We'll deal with a single machine which will
communicate with a network which may very well be the Internet.

In order to start PF, as previously mentioned, you need to tell the rc system
that you want the service to start. On OpenBSD, this is done in
/etc/rc.conf.local, with the magical line

pf=YES # enable PF

quite simply. In addition, you may if you like specify the file where PF will
find its rules.

pf_rules=/etc/pf.conf # specify which file contains your rules

The default value is the one given here, /etc/pf.cont. At the next startup,
PF will be enabled. You can verify this by looking for the message rr
enabled on the console. The /etc/pf.contf which comes out of a normal
install of OpenBSD, FreeBSD or NetBSD contains a number of useful
suggestions, but they’re all commented out.

Then again, you really do not need to restart your machine in order to
enable PF. You can do this just as easily by using pfctl. We really do not
want to reboot for no good reason, so we type the command

peter@skapet:~$ sudo pfctl —-ef /etc/pf.conf

which enables PF and loads your rule set.'?. At this point we do not have a
rule set, which means that PF does not actually do anything.

It is probably worth noting that if you reboot your machine at this point,
the rc script on OpenBSD at least will enable a default rule set, which is in
fact loaded before any of the network interfaces are enabled.

This default rule set is designed as a safety measure in case your gateway
boots with an invalid configuration. It lets you log in and clean up

1. As a footnoted aside, I tend to use sudo when I need to do something which requires priv-
ileges. Sudo is in the base system on OpenBSD, and is within easy reach as a port or package
elsewhere. If you have not started using sudo yet, you should. Then you’ll avoid shooting your
own foot simply because you forgot you were root in that terminal window.

2. For convenience if you want it - pfctl is able to handle several operations on a single com-
mand line. You can, for example, enable PF and load the rule set with the command sudo
pfctl -ef /etc/pf.conf, and bunch on several other options if you like.

10



Simplest possible setup (OpenBSD)

whichever syntax error caused your rule set not to load. The default rule set
allows a basic set of services: ssh from anyhere, basic name resolution and
NF'S mounts.

Some early versions of PF ports elsewhere appear to have neglected to
bring the default rules with them.

11



Simplest possible setup (FreeBSD)

On FreeBSD it could seem that you need a little more magic in your
Jetc/rc.conf, specifically according to the FreeBSD Handbook!

pf_enable="YES"
pf_rules="/etc/pf.conf"

Enable PF (load module if required)
rules definition file for PF
pf_flags=""

pflog_enable="YES"
pflog_logfile="/var/log/pflog"
pflog_flags=""

additional flags for pfctl startup
start pflogd(8)

where pflogd should store the logfile
additional flags for pflogd startup

H H= H= H H

Fortunately almost all of these are already present as the default settings
in your /etc/defaults/rc.conf, and only

pf_enable="YES" # Enable PF (load module if required)
pflog_enable="YES" # start pflogd(8)

are in fact needed as additions to your /etc/rc.conf in order to enable PF.

On FreeBSD, PF by default is compiled as a kernel loadable module. This
means that you should be able to get started® right after you have added
those two lines to your configuration with s sudo kldload p£, followed by
s sudo pfctl -e to enable PF. Assuming you have put these lines in your
/etc/rc.conf, you can use the PF rc script to enable or disable PF:

s sudo /etc/rc.d/pf start
to enable PF, or
s sudo /etc/rc.d/pf stop

to disable the packet filter. The pf rcNG script supports a few other
operations as well. However it is still worth noting that at this point we do
not have a rule set, which means that PF does not actually do anything.

1. There are some differences between the FreeBSD 4.n and 5.n and newer re-
leases with respect to PF. Refer to the FreeBSD Handbook, specifically the PF chapter
(http://www.freebsd.org/doc/en_US.ISO8859-1/books/handbook/firewalls-pf.html) to see which
information applies in your case.

2. Here I use the sudo command, which is an excellent tool when you need to do something
which requires privileges. sudo is not part of the base system on FreeBSD, but is within easy
reach from the ports system as security/sudo. If you have not started using sudo yet, you
should. Then you’ll avoid shooting your own foot simply because you forgot you were root in
that terminal window.

12



Simplest possible setup (NetBSD)

On NetBSD 2.0 and newer PF is available as a loadable kernel module,
installed via packages as pkgsrc/security/pflkm or compiled into a static
kernel configuration. In NetBSD 3.0 onwards, PF is part of the base system.

If you want to enable PF in your kernel configuration (rather than loading
the kernel module), you add these lines to your kernel configuration:

pseudo-device pf # PF packet filter
pseudo-device pflog # PF log interface

In /etc/rc.conf you need the lines

1km="YES" # do load kernel modules
pf=YES
pflogd=YES

to enable loadable kernel modules, PF and the PF log interface, respectively.

If you installed the module, you load it with netBsps sudo modload
/usr/1lkm/pf.o, followed by netBsps sudo pfctl -e to enable PF.
Alternatively, you can run the rc scripts, netBsps sudo /etc/rc.d/pf
start to enable PF and vetBsps sudo /ete/rc.d/pflogd start to
enable the logging.

To load the module automatically at startup, add the following line to
/etc/lkm.conf:

/usr/lkm/pf.o - - - — AFTERMOUNT

If it’s still all correct at this point, you are ready to create your first PF rule
set.

13



First rule set - single machine

This is the simplest possible setup, for a single machine which will not run
any services, and which will talk to one network which may be the Internet.
For now, we will use a /etc/pf.conf wWhich looks like this:

block in all
pass out all keep state

that is, deny any incoming traffic, allow traffic we make ourselves, and
retain state information on our connections. Keeping state information
allows return traffic for all connections we have initiated to pass back to us.
It is worth noting that from OpenBSD 4.1 onwards, the default for pass
rules is to keep state information?, so the equivalent rule set in the new
OpenBSD 4.1 style is even simpler,

# minimal rule set, OpenBSD 4.1 and newer keeps state by default
block in all
pass out all

It goes pretty much without saying that passing all traffic generated by a
specific host implies a great deal of trust that the host in question is, in fact,
trustworthy. This is something you do if and only if this is a machine you
know you can trust. If you are ready to use the rule set, you load it with

$ sudo pfctl —-ef /etc/pf.conf

1. In fact the new default corresponds to keep state flags S/SA, ensuring that only ini-
tial SYN packets during connection setup create state, eliminating some puzzling error sce-
narios
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Slightly stricter

For a slightly more structured and complete setup, we start by denying
everything and then allowing only those things we know that we need”.
This gives us the opportunity to introduce two of the features which make
PF such a wonderful tool - lists and macros.

We’ll make some changes to /etc/pf.conf, starting with

block all

Then we back up a little. Macros need to be defined before use:

tcp_services = "{ ssh, smtp, domain, www, pop3, auth, pop3s }"
udp_services = "{ domain }"

Now we’ve demonstrated several things at once - what macros look like,
we’ve shown that macros may be lists, and that PF understands rules using
port names equally well as it does port numbers. The names are the ones
listed in /etc/services. This gives us something to put in our rules, which
we edit slightly to look like this:

block all
pass out proto tcp to any port S$tcp_services
pass proto udp to any port S$Sudp_services

Please remember to add keep state to these rules if your system has a PF
version older than OpenBSD 4.1.

At this point some of us will point out that UDP is stateless, but PF
actually manages to maintain state information despite this. When you ask
a name server about a domain name, it is reasonable to assume that you

probably want to receive the answer. Retaining state information about
your UDP traffic achieves this.

Since we’ve made changes to our pf.conf file, we load the new rules:

peter@skapet:~$ sudo pfctl —f /etc/pf.conf

1. You may ask why do I write the rule set to default deny? The short answer is, it gives
you better control at the expense of some thinking. The point of packet filtering is to take
control, not to run catch-up with what the bad guys do. Marcus Ranum has written a very
entertaining and informative article about this, The Six Dumbest Ideas in Computer Security
(http://www.ranum.com/security/computer_security/editorials/dumb/index.html), which comes
highly recommended. It is a good read.
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and the new rules apply. If there are no syntax errors, pfctl will not output
any messages during the rule load. The -v flag will produce more verbose
pfctl output.

If you have made extensive changes to your rule set, you may want to check
the rules before attempting to load them. The command to do this is, pfectl
-nf /etc/pf.conf. The —n option causes the rules to be interpreted only
without loading the rules. This gives you an opportunity to correct any
errors. Under any circumstances the last valid rule set loaded will be in
force until you either disable PF or load a new rule set.

That is worth noting: When loading a new rule set, the last valid rule set
stays loaded until the new one is fully parsed and loaded, and PF switches
directly from one to the other. There is no intermediate stage with no rules
loaded or a mixture of the two rule sets.
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You may want to check that PF is actually running, and perhaps at the
same time look at some statistics. The pfctl program offers a number of
different types of information if you use pfctl -s, adding the type of
information you want to display. The following example is taken from my
home gateway while I was preparing an earlier version of this lecture:

peter@skapet:~$ sudo pfctl -s info

Status: Enabled for 17 days 00:24:58 Debug: Urgent
Interface Stats for ep0 IPv4 IPv6
Bytes In 9257508558 0
Bytes Out 551145119 352
Packets In
Passed 7004355 0
Blocked 18975 0

Packets Out

Passed 5222502 3
Blocked 65 2
State Table Total Rate
current entries 15
searches 19620603 13.3/s
inserts 173104 0.1/s
removals 173089 0.1/s
Counters
match 196723 0.1/s
bad-offset 0 0.0/s
fragment 22 0.0/s
short 0 0.0/s
normalize 0 0.0/s
memory 0 0.0/s
bad-timestamp 0 0.0/s
congestion 0 0.0/s
ip-option 28 0.0/s
proto-cksum 325 0.0/s
state-mismatch 983 0.0/s
state-insert 0 0.0/s
state-limit 0 0.0/s
src-limit 26 0.0/s
SYynproxy 0 0.0/s

The first line here indicates that PF is enabled and has been running for for
a little more than two weeks, which is equal to the time since I upgraded to
what was then the latest snapshot. pfctl -s all provides highly detailed
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information. Try it and have a look, and while there, look into some of the
other pfctl options. man 8 pfctl gives you full information.

At this point you have a single machine which should be able to
communicate reasonably well with other internet connected machines. And
while the rule set is very basic, it serves as an excellent starting point for
staying in control of your network.

This is a very basic rule set and a few things are still missing. For example,
you probably want to let at least some ICMP and UDP traffic through, if
nothing else for your own troubleshooting needs.

And even though more modern and more secure options are available, you
will probably be required to handle the ftp service.

We will return to these items shortly.
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A simple gateway, NAT if you need it

At this point we finally move on to the more realistic or at least more
common setups, where the machine with the packet filter or firewall
configured also acts as a gateway for at least one other machine.

The other machines on the inside may of course also run firewall software,
but even if they do, it does not affect what we are interested in here to any
significant degree.

Gateways and the pitfalls of in, out and on

In the single machine setup, life is relatively simple. Traffic you create
should either pass or not out to the rest of the world, and you decide what
you let in from elsewhere.

When you set up a gateway, your perspective changes. You go from the "me
versus the network out there" setting to "I am the one who decides what to
pass to or from all the networks I am connected to". The machine has
several, or at least two, network interfaces, each connected to a separate
net.

Now it’s very reasonable to think that if you want traffic to pass from the
network connected to epl to hosts on the network connected to ep0, you
will need a rule like

pass in inet proto tcp on epl from epl:network to epO:network \
port Sports keep state

which keeps track of states as well.!

However, one of the most common and most complained-about mistakes in
firewall configuration is not realizing that the "to" keyword does not in itself
guarantee passage all the way there. In fact, the rule we just wrote only lets
the traffic pass in to the gateway itself, on the specific interface given in the
rule.

1. In fact, even if the keep state part denotes the default behaviour and is redundant if
you are working with OpenBSD 4.1 or equivalent, there is no need to remove the specification
from your rules when upgrading your rule set from earlier versions. To ease transition, the
examples in this tutorial will make this distinction when needed.
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To let the packets get a bit further on and move into the next network over,
you would need a matching rule which says something like

pass out inet proto tcp on ep0 from epl:network to epl:network \
port Sports keep state

These rules will work, but they will not necessarily achieve what you want.

If there are good reasons why you need to have rules which are this specific
in your rule set, you know you need them and why. By the end of this
tutorial you should be able to articulate with some precision, in the context
of your own network, just when such rules are needed. However for the
basic gateway configurations we’ll be dealing with here, what you really
want to use is probably a rule which says

pass inet proto tcp from epl:network to any port $ports keep state

to let your local net access the Internet and leave the detective work to the
antispoof and scrub code. They are both pretty good these days, and we will
get back to them later. For now we just accept the fact that for simple
setups, interface bound rules with in/out rules tend to add more clutter
than they are worth to your rule sets.

For a busy network admin, a readable rule set is a safer rule set.

For the remainder of this tutorial, with some exceptions, we will keep the
rules as simple as possible for readability.

What is your local network, anyway?

Above we introduced the interface:network notation. That is a nice
piece of shorthand, but you make your rule set even more readable and
maintainable by taking the macro use a tiny bit further.

You could for example define a $1ocalnet macro, initially defined as the
network directly attached to your internal interface (epl:network in the
examples above).

Alternatively, you could change the definition of $localnet to an IP
address [ netmask notation to denote a network, such as
192.168.100.0/24 for a subnet of private IPv4 addresses or
fec0O:dead:beef: : /64 for an IPv6 range.
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If your network requires it, you could even define your $localnet as a list
of networks. Whatever your specific needs, a sensible $1ocalnet definition
and a typical pass rule of the type

pass inet proto tcp from $localnet to any port S$ports keep state

could end up saving you a few headaches. We will stick to that convention
from here on.

Setting up

We assume that the machine has acquired another network card or at any
rate you have set up a network connection from your local network, via PPP
or other means. We will not consider the specific interface configurations.

For the discussion and examples below, only the interface names will differ
between a PPP setup and an Ethernet one, and we will do our best to get
rid of the actual interface names as quickly as possible.

First, we need to turn on gatewaying in order to let the machine forward
the network traffic it receives on one interface to other networks via a
separate interface. Initially we will do this on the command line with sysctl,
for traditional IP version four

# sysctl net.inet.ip.forwarding=1

and if we need to forward IP version six traffic, the command is

# sysctl net.inet6.ip6.forwarding=1

In order for this to work once you reboot the computer at some time in the
future, you need to enter these settings into the relevant configuration files.

In OpenBSD and NetBSD, you do this by editing /etc/sysctl.conf, by
changing the lines you need, like this

net.inet.ip.forwarding=1
net.inet6.ip6.forwarding=1

On FreeBSD, you conventionally do the corresponding change by putting
these lines in your /etc/rc.conf

gateway_enable="YES" #for ipvi4
ipv6_gateway_enable="YES" #for ipvé
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The net effect is identical, the FreeBSD rc script sets the two values via the
sysctl command. However, a larger part of the FreeBSD configuration is
centralized into the rc.conf file.

Are both of the interfaces you intend to use up and running? Use ifconfig
-a, or ifconfig interface_name to find out.

If you still intend to allow any traffic initiated by machines on the inside,
your /etc/pf.cont could look roughly like this®:

ext_if = "epO" # macro for external interface - use tunO for PPPOE
int_if = "epl" # macro for internal interface
localnet = $int_if:network

# ext_if IP address could be dynamic, hence (S$Sext_if)

nat on $ext_if from $localnet to any -> (Sext_if)

block all

pass inet proto tcp from { 100, $localnet } to any keep state

Note the use of macros to assign logical names to the network interfaces.
Here 3Com cards are used, but this is the last time during this lecture we
will find this of any interest whatsoever. In truly simple setups like this
one, we may not gain very much by using macros like these, but once the
rule sets grow somewhat larger, you will learn to appreciate the readability
this adds to the rule sets

Also note the nat rule. This is where we handle the network address
translation from the non-routable address inside your local net to the sole
official address we assume has been assigned to you.

The parentheses surrounding the last part of the nat rule ($ext_if) serve
to compensate for the possibility that the IP address of the external
interface may be dynamically assigned. This detail will ensure that your
network traffic runs without serious interruptions even if the external IP
address changes.

On the other hand, this rule set probably allows more traffic than what you
actually want to pass out of your network. Where I work, the equivalent
macro is

client_out = "{ ftp-data, ftp, ssh, domain, pop3, auth, nntp, http,\
https, 446, cvspserver, 2628, 5999, 8000, 8080 }"

2. For dialup users who conventionally use some variant of PPP for their Internet connec-
tions, the external interface is the tuno pseudo-device. Broadband users such as ADSL sub-
scribers tend to have an Ethernet interface to play with, however for a significant subset of
ADSL users, specifically those using PPP over Ethernet (PPPoE), the correct external inter-
face will be the tuno pseudo-device, not the physical Ethernet interface.
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with the rule

pass inet proto tcp from $localnet to any port S$client_out \
flags S/SA keep state

This may be a somewhat peculiar selection of ports, but it’s exactly what my
colleagues and I need. Some of the numbered ports are needed for systems I
am not allowed to discuss any further. Your needs probably differ at least in
some specifics, but this should cover at least some of the more useful
services.

In addition, we have a few other pass rules. We will be returning to some of
the more interesting ones rather soon. One pass rule which is useful to
those of us who want the ability to administer our machines from elsewhere
is

pass in inet proto tcp from any to any port ssh

or for that matter

pass in inet proto tcp from any to S$Sext_if port ssh

whichever you like. Lastly we need to make the name service and time
keeping work for our clients

udp_services = "{ domain, ntp }"

supplemented with a rule which passes the traffic we want through our
firewall:

pass quick inet proto { tcp, udp } to any port Sudp_services keep state

Note the quick keyword in this rule. We have started writing rule sets
which consist of several rules, and it is time to take a look at the
relationships between the rules in a rule set. The rules are evaluated from
top to bottom, in the sequence they are written in the configuration file. For
each packet or connection evaluated by PF, the last matching rule in the
rule set is the one which is applied. The quick keyword offers an escape
from the ordinary sequence. When a packet matches a quick rule, the
packet is treated according to the present rule. The rule processing stops
without considering any further rules which might have matched the
packet. Quite handy when you need a few isolated exceptions to your
general rules.
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It is worth noting that we used one rule for both the domain name service
(domain and time synchronization (ntp). The most important reason for
this is that both protocols under certain circumstances communicate
alternately over TCP and UDP.
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That sad old FTP thing

The short list of real life TCP ports we looked at a few moments back
contained, among other things, FTP. FTP is a sad old thing and a problem
child, emphatically so for anyone trying to combine FTP and firewalls. FTP
is an old and weird protocol, with a lot to not like. The most common points
against it, are

o Passwords are transferred in the clear

» The protocol demands the use of at least two TCP connections (control
and data) on separate ports

* When a session is established, data is communicated via ports selected at
random

All of these points make for challenges security-wise, even before
considering any potential weaknesses in client or server software which
may lead to security issues. These things have tended to happen.

Under any circumstances, other more modern and more secure options for
file transfer exist, such as sftp or scp, which feature both authentication
and data transfer via encrypted connections. Competent IT professionals
should have a preference for some other form of file transfer than FTP.

Regardless of our professionalism and preferences, we are all too aware that
at times we will need to handle things we would prefer not to. In the case of
FTP through firewalls, the main part of our handling consists of redirecting
the traffic to a small program which is written specifically for this purpose.

Depending on your configuration, which operating system you are using as
the platform for your PF firewall and how you count them, three or four
different options are available for this particular task.

We will present them in roughly chronological order according to their ages.
The original FTP proxy for PF is described below in the Section called FTP
through NAT: ftp-proxy. We then move on to two newer, intermediate
solutions developed by Camiel Dobbelaar in the Section called FTP, PF and
routable addresses: ftpsesame, pftpx and ftp-proxy! before finally moving on
to the modern FTP proxy which was introduced in OpenBSD 3.9 in the
Section called ftp-proxy, new style.
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FTP through NAT: ftp-proxy

OpenBSD 3.8 or earlier equivalents only

This section is headed for purely historical status when the last PF port to other
systems has caught up. In November 2005, the old ftp-proxy
(/usr/1libexec/ftp-proxy) was replaced in OpenBSD-current with the new
ftp-proxy, which lives in /usr/sbin. This is the software which is included in
OpenBSD 3.9 onwards and what you will be using on modern PF versions. See
the Section called fip-proxy, new style for details.

The old style ftp-proxy which is a part of the base system on systems which
offer a PF version based on OpenBSD3.8 or earlier is usually called via the
inetd "super server" via an appropriate /etc/inetd.conf entry.!

The line quoted here specifies that ftp-proxy runs in NAT mode on the
loopback interface, 100:

127.0.0.1:8021 stream tcp nowait root /usr/libexec/ftp-proxy \
ftp-proxy -n

This line is by default in your inetd.conf, commented out with a # character
at the beginning of the line. To enable your change, you restart inetd.

On FreeBSD, NetBSD and other rcNG based BSDs you do this with the
command

FreeBsD$ sudo /etc/rc.d/inetd restart
or equivalent. Consult man 8 inetd if you are unsure. At this point inetd is
running with your new settings loaded.

Now for the actual redirection. Redirection rules and NAT rules fall into the
same rule class. These rules may be referenced directly by other rules, and
filtering rules may depend on these rules. Logically, rdr and nat rules need
to be defined before the filtering rules.

We insert our rdr rule immediately after the nat rule in our /etc/pf.conf

rdr on $int_if proto tcp from any to any port ftp -> 127.0.0.1 \

1. You may need to enable inetd by adding a inetd_enable="YES" line to your rc.conf and
possibly adjust other inetd related configuration settings.
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port 8021

In addition, the redirected traffic must be allowed to pass. We achive this
with

pass in on $ext_if inet proto tcp from port ftp-data to ($Sext_if) \
user proxy flags S/SA keep state

Save pr.conf, then load the new rules with

s sudo pfctl -f /etc/pf.conf

At this point you will probably have users noticing that FTP works before
you get around to telling them what you’ve done.

This example assumes you are using NAT on a gateway with non routable
addresses on the inside.

FTP, PF and routable addresses: ftpsesame,
pftpx and ftp-proxy!

In cases where the local network uses official, routable address inside the
firewall, I must confess I've had trouble making ftp-proxy work properly.
When I'd already spent too much time on the problem, I was rather relieved
to find a solution to this specific problen offered by a friendly Dutchman
called Camiel Dobbelaar in the form of a daemon called ftpsesame.

Local networks using official addresses inside a firewall are apparently rare
enough that I'll skip over any further treatment. If you need this and you
are running OpenBSD 3.8 or earlier or one of the other PF enabled
operating systems, you could do worse than installing ftpsesame.

On FreeBSD, ftpsesame is available through the ports system as
ftp/ftpsesame. Alternatively you can download ftpsesame from Sentia at
http://www.sentia.org/projects/ftpsesame/.

Once installed and running, ftpsesame hooks into your rule set via an
anchor, a named sub-ruleset. The documentation consists of a man page
with examples which you can more likely than not simply copy and paste.

ftpsesame never made it into the base system, and Camiel went on to write
a new solution to the same set of problems.
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The new program, at first called pftpx, is available from
http://www.sentia.org/downloads/pftpx-0.8.tar.gz and through the FreeBSD
ports system as ftp/pftpx. pftpx comes with a fairly complete and well
written man page to get you started.

A further developed version, suitably renamed as the new ftp-proxy,
became a part of the the OpenBSD base system in time for the OpenBSD
3.9. The new program, /usr/sbin/ftp-proxy, and how to set it up, is
described in the Section called ftp-proxy, new style below.

ftp-proxy, new style

u For OpenBSD 3.9 and newer

If you are upgrading to OpenBSD 3.9 or newer equivalents or working from a fresh
OpenBSD install, this is the ftp-proxy version to use.

Just like its predecessor, the pftpx successor ftp-proxy configuration is
mainly a matter of cut and paste from the man page.

If you are upgrading to the new ftp-proxy from an earlier version, you need
to remove the ftp-proxy line from your inetd.conf file and restart inetd or
disable it altogether if your setup does not require a running inetd.

Next, enable ftp-proxy by adding the following line to your

/etc/rc.conf.local O /etc/rc.conf

ftpproxy_flags=""

You can start the proxy manually by running /usr/sbin/ftp-proxy if
you like.

Moving on to the pf.conf file, you need two anchor definitions in the NAT
section:

nat—-anchor "ftp-proxy/x"
rdr-anchor "ftp-proxy/x"

Both are needed, even if your setup does not use NAT. If you are migrating
from a previous version, your rule set probably contains the appropriate
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redirection already. If it does not, you add it:

rdr pass on $int_if proto tcp from any to any port ftp -> 127.0.0.1 \
port 8021

Moving on down to the filtering rules, you add an anchor for the proxy to fill
in,

anchor "ftp-proxy/*"

and finally a pass rule to let the packets pass from the proxy to the rest of
the world

pass out proto tcp from S$proxy to any port 21 keep state

where $proxy expands to the address the proxy daemon is bound to.

This example covers the simple setup with clients who need to contact FTP
servers elsewhere. For other variations and more complicated setups, see
the ftp-proxy man page.

If you are looking for ways to run an FTP server protected by PF and
ftp-proxy, you could look into running a separate ftp-proxy in reverse mode
(using the -R option).
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Making your network troubleshooting
friendly

Making your network troubleshooting friendly is a potentially large subject.
At most times, the debugging or troubleshooting friendliness of your
TCP/IP network depends on how you treat the Internet protocol which was
designed specifically with debugging in mind, the Internet Control Message
Protocol, or ICMP as it is usually abbreviated.

ICMP is the protocol for sending and receiving control messages between
hosts and gateways, mainly to provide feedback to a sender about any
unusual or difficult conditions en route to the target host.

There is a lot of ICMP traffic which usually just happens in the background
while you are surfing the web, reading mail or transferring files. Routers
(you are aware that you are building one, right?) use ICMP to negotiate
packet sizes and other transmission parameters in a process often referred
to as path MTU discovery.

You may have heard admins referring to ICMP as either ’just evil’, or, if
their understanding runs a little deeper, ’a necessary evil’. The reason for
this attitude is purely historical. The reason can be found a few years back
when it was discovered that several operating systems contained code in
their networking stack which could make a machine running one of the
affected systems crash and fall over, or in some cases just do really strange
things, with a sufficiently large ICMP request.

One of the companies which was hit hard by this was Microsoft, and you
can find rather a lot of material on the ’ping of death’ bug by using your
favourite search engine. This all happened in the second half of the 1990s,
and all modern operating systems, at least the ones we can read, have
thoroughly sanitized their network code since then. At least that’s what we
are lead to believe.

One of the early workarounds was to simply block either all ICMP traffic or
at least ICMP ECHO, which is what ping uses. Now these rule sets have
been around for roughly ten years, and the people who put them there are
still scared.
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Then, do we let it all through?

The obvious question then becomes, if ICMP is such a good and useful thing,
should we not let it all through, all the time? The answer is, "It depends’.

Letting diagnostic traffic pass unconditionally of course makes debugging
easier, but it also makes it relatively easy for others to extract information
about your network. That means that a rule like

pass inet proto icmp from any to any

might not be optimal if you want to cloak the internal workings of your
network in a bit of mystery. In all fairness it should also be said that you
might find some ICMP traffic quite harmlessly riding piggyback on your
keep state rules.

The easy way out: The buck stops here

The easiest solution could very well be to let all ICMP traffic from your
local net through and let probes from elsewhere stop at your gateway:

pass inet proto icmp icmp-type $icmp_types from $localnet \
to any keep state

pass inet proto icmp icmp-type $icmp_types from any to $ext_if \
keep state

Stopping probes at the gateway might be an attractive option anyway, but
let us have a look at a few other options which will show you some of PF’s
flexibility.

Letting ping through

The rule set we have developed so far has one clear disadvantage: common
troubleshooting commands such as ping and traceroute will not work. That
may not matter too much to your users, and since it was the ping command
which scared people into filtering or blocking ICMP traffic in the first place,
there are apparently some people who feel we are better off without it. If
you are in my perceived target audience, you will be rather fond of having
those troubleshooting tools avalable. With a couple of small additions to the
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rule set, they will be. ping uses ICMP, and in order to keep our rule set tidy,
we start by defining another macro:

icmp_types = "echoreqg"

and a rule which uses the definition,

pass inet proto icmp all icmp-type S$icmp_types keep state

You may need more or other types of ICMP packets to go through, and you
can then expand icmp_types to a list of those packet types you want to
allow.

Helping traceroute

traceroute is another command which is quite useful when your users claim
that the Internet isn’t working. By default, Unix traceroute uses UDP
connections according to a set formula based on destination. The rule below
works with the traceroute command on all unixes I've had access to,
including GNU/Linux:

# allow out the default range for traceroute(8):

# "base+nhops*nqueries-1" (33434+64%3-1)

pass out on $ext_if inet proto udp from any to any \
port 33433 >< 33626 keep state

Experience so far indicates that traceroute implementations on other
operating systems work roughly the same. Except, of course, Microsoft
Windows. On that platform, tracert.exe uses ICMP ECHO for this purpose.
So if you want to let Windows traceroutes through, you only need the first
rule. Unix traceroutes can be instructed to use other protocols as well, and
will behave remarkably like its Microsoft counterpart if you use its —I
command line option. You can check the traceroute man page (or its source
code, for that matter) for all the details.

Under any circumstances, this solution was lifted from an openbsd-misc
post. I've found that list, and the searchable list archives (accessible among
other places from http:/marc.info/), to be a very valuable resource
whenever you need OpenBSD or PF related information.
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Path MTU discovery

The last bit I will remind you about when it comes to troubleshooting is the
’path MTU discovery’. Internet protocols are designed to be device
independent, and one consequence of device independence is that you can
not always predict reliably what the optimal packet size is for a given
connection. The main constraint on your packet size is called the Maximum
Transmission Unit, or MTU, which sets the upper limit on the packet size
for an interface. The ifconfig command will show you the MTU for your
network interfaces.

The way modern TCP/IP implementations work, they expect to be able to
determine the right packet size for a connection through a process which
simply puts involves sending packets of varying sizes with the ‘Do not
fragment’ flag set, expecting an ICMP return packet indicating "type 3, code
4", when the upper limit has been reached. Now you don’t need to dive for
the RFCs right away. Type 3 means "destination unreachable", while code 4
is short for "fragmentation needed, but the do not fragment flag is set". So if
your connections to networks which may have other MTUs than your own
seem sub-optimal, and you do not need to be that specific, you could try
changing your list of ICMP types slightly to let the Destination unreachable
packets through, too:

icmp_types = "{ echoreq, unreach }"

as we can see, this means we do not need to change the pass rule itself:

pass inet proto icmp all icmp-type Sicmp_types keep state

PF lets you filter on all variations of ICMP types and codes, and if you want
to delve into what to pass and not of ICMP traffic, the list of possible types
and codes are documented in the icmp(4) and icmp6(4) man pages. The
background information is available in the RFCs' .

1. The main internet RFCs describing ICMP and some related techhiques are RFC792,
RFC950, RFC1191, RFC1256, RFC2521, rfc2765, while necessary updates for ICMP for IPv6
are found in RFC1885, RFC2463, RFC2466. These documents are available in a number of
places on the net, such as the ietf.org (http://www.ietf.org) and fags.org (http://www.fags.org)
web sites, and probably also via your package system.

It is quite possible that I will return to ICMP filtering in a future advanced section of the
tutorial.
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Network hygiene: Blocking, scrubbing
and so on

Our gateway does not feel quite complete without a few more items in the
configuration which will make it behave a bit more sanely towards hosts on
the wide net and our local network.

block-policy

block-policy is an option which can be set in the options part of the
ruleset, which precedes the redirection and filtering rules. This option
determines which feedback, if any, PF will give to hosts which try to create
connections which are subsequently blocked. The option has two possible
values, drop which drops blocked packets with no feedback, and return
which returns with status codes such as connection refused or similar.

The correct strategy for block policies has been the subject of rather a lot of
discussion. We choose to play nicely and instruct our firewall to issue
returns:

set block-policy return

scrub

scrub is a keyword which enables network packet normalization, causing
fragmented packets to be assembled and removing ambiguity. Enabling
scrub provides a measure of protection against certain kinds of attacks
based on incorrect handling of packet fragments. A number of
supplementing options are available, but we choose the simplest form
which is suitable for most configurations.

scrub in all

Some services, such as NF'S, require some specific fragment handling
options. This is extensively documented in the PF user guide and man
pages provide all the information you could need.
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Network hygiene: Blocking, scrubbing and so on
antispoof

antispoof is a common special case of filtering and blocking. This
mechanism protects against activity from spoofed or forged IP addresses,
mainly by blocking packets appearing on interfaces and in directions which
are logically not possible.

We specify that we want to weed out spoofed traffic coming in from the rest
of the world and any spoofed packets which, however unlikely, were to
originate in our own network:

antispoof for S$ext_if
antispoof for $int_if

Handling non-routable addresses from
elsewhere

Even with a properly configured gateway to handle network address
translation for your own network, you may find yourself in the unenviable
position of having to compensate for other people’s misconfigurations.

One depressingly common class of misconfigurations is the kind which lets
traffic with non-routable addresses out to the Internet. Traffic from
non-routeable addresses have also played a part in several DOS attack
techniques, so it may be worth considering explicitly blocking traffic from
non-routeable addresses from enter